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Identity Theft
A 25-minute lesson on types of identity theft and on what to do in the event of identity theft.
Introduction: 2 minutes
What is identity theft?  Do you know anyone who has been a victim of identity theft?

Give students a minute to respond then show the PPT Slide “Identity Theft.”
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• Identity theft occurs when someone wrongfully 

acquires and uses a consumer’s personal 

identification, credit, or account information. 

Individuals whose identities have been stolen can

spend months or even years and thousands of

dollars cleaning up the mess  thieves have made

of their name and credit record.


Let’s take a quiz right now to see if you are at risk for identity theft.  (You can eliminate this activity if pressed for time.)  Give students a copy of “Fact Sheet 101: Are You at Risk for Identity Theft”  worksheet.  Go over each question and have them keep score.
What can happen if your identity is stolen?
Show PPT slide “The Risks of Identity Theft.”
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The Risks of Identity Theft

IDENTITY THEFT VICTIMS COULD:

IDENTITY THEFT VICTIMS COULD:

•

•

Have any and all of their financial accounts 

Have any and all of their financial accounts 

invaded and emptied.

invaded and emptied.

•

•

Be asked to repay debts they did not incur.

Be asked to repay debts they did not incur.

•

•

Lose job opportunities.

Lose job opportunities.

•

•

Lose their good credit rating.

Lose their good credit rating.

•
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Be refused loans.

Be refused loans.
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Be sued for things they have no part of.

Be sued for things they have no part of.
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Even be arrested for crimes they didn

Even be arrested for crimes they didn

’

’

t commit.

t commit.
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Identity theft activity: 5 minutes
Explain that identity thieves commonly steal wallets and purses.  Ask students to look through their wallets or purses and find all of the information which tells something about who they are (their identity). 
• On the board, compile a list of information categories the students found in their wallets. (Name, address, phone numbers, credit card numbers, credit card receipts, driver’s license number, insurance card, social security number, paycheck stubs, and banking information such as checking and/or savings account numbers, ATM card, debit card, deposit slips).
Other ways thieves may steal identity: 5 minutes
Other ways thieves may steal identity include:

· Stealing mail or completing a change of address form to receive an individual’s bills and statements. 
· Fraudulently obtaining an individual’s credit report. Personal information can be found in a victim’s home or on the internet.
· Going “dumpster diving” for information carelessly discarded into the trash.

· Individuals can be scammed by phone, internet, or e-mail.  

Show PPT slide “New Forms of Identity Theft.”
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Phishing:

•

Fake emails which ask for 

personal information

•

Never give it out!

Pharming:

•

Fake websites (that look real) 

which ask for personal 

information 

•

Never type it in!

Is it real?

Did you:

•

•

Type it in 

Type it in 

yourself?

yourself?

•

•

Ask for it to be 

Ask for it to be 

sent to you?

sent to you?

New Forms of Identity Theft


Phishing is a common type of email scam that can appear in the form of an e-mail or pop-up message.  It looks like it’s from a credit union, bank, credit card company, or online store, indicating that there’s some type of “problem” with your account. 

Show “Paypal”  PPT slide as an example of a phishing scam.
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The e-mail or pop-up message prompts you to click on a link to “update” or

“verify” your information. Don’t do it. Legitimate companies never ask for

this information via E-mail or pop-up message. If you’re concerned that a

company is actually trying to contact you, call it directly instead, using a

phone number listed on your monthly statement or the company’s Web site.

Let’s look at another form of phishing that commonly occurs as an email message.  Show PPT slide “Scammed.”
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beneficiary to the money 

in the bank in the event of 

his death.

If you are willing to assist 

us, please let us know 

immediately so that you 

will arrange the 

transfer of the money to 

your account with the  

bank.


What can thieves do with your personal information?
Discuss how stolen personal information can be used.
Identity thieves can:

· Apply for new driver’s licenses;
· Open new bank and credit accounts;

· Apply for credit cards or store credit accounts;

·  Obtain cash with bank cards;

·  Get jobs;

·  Rent an apartment;

·  Make retail purchases;

·  Get a phone or other utilities;

·  File bankruptcy;

·  Counterfeit checks;

·  Give another person’s name during an arrest.

Identity theft scenario activity: 10 minutes

Have students get into 7 groups.  The number of students in each group depends on the total number of students.  You have 7 scenarios, so try to have seven small groups to discuss identity theft scenarios.  

Give each group a scenario card and allow a few minutes for discussion.  Then show the PPT slides “Dealing With Deception.”  As you show each slide, ask the group with the corresponding card to tell how they decided to deal with each situation. 
Wrap-up: 3 minutes
Give students a copy of “WAYS TO PREVENT IDENTITY THEFT.”  Discuss.  
Give students a copy of “WHAT TO DO IF IDENTITY THEFT HAS OCCURRED.”  Discuss.  
End of lesson
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